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Name ofcompany covered by this certification:~Qrth CentralWireless_

Form 499 Filer ID: 826539

Name ofsignatory: Troy Seaba

Title of signatory: Secretary

I, Troy Seaba, certify that I am an officer of the company named above, and acting as an agent of
the company, that I have personal knowledge that the company has established operating procedures that
are adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's
procedures ensure that the company is in compliance with the requirements set forth in section 64.2001 et
seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company at
either state commissions, the court system, or at the Commission against data brokers) against data
brokers in the past year. Companies must report on any information that they have with respect to the
processes pretexters are using to attempt to access CPN! , and what steps companies are taking to protect
CPNI.

The company has not received any customer complaints in the past year concerning the unauthorized
release ofCPNI (number of customer complaints a company has received related to unauthorized access
to CPNI, or unauthorized"disclosure ofCPNI, broken down by category or complaint, e.g., instances of
improper access by employees, instances of improper disclosure to individuals not authorized to receive
the information, or instances of improper access to online information by individuals not authorized to
view the information).

~
No. of Caples rae'd 0 If-l/.
UstABCDE



•
. ..- -." ": i'('iti" 1'.'" '''~I~lr'1
i" ; r~ . \J _. , uNU I~ .•
" ~. ., ...

Fenton Coopera1iVd,te'lt~phone Company
300 2nd St.

Fenton, Iowa 50539

Exhibit 1

Accompanying Statement
I

Fenton Cooperative Telephone Company ("Company") maintains the following operating procedures to
ensure compliance with the rules set forth in 47 C.F.R. Part 64, Subpart U:

Section 64.2005 Use of customer proprietary network information without customer
approval.

(a) Any telecommunications carrier may use, disclose, or permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.e., local, interexchange, and
CMRS) to which the customer already subscribes from the same carrier, without customer approval.

(I) If a telecommunications carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by the carrier, the carrier is permitted to share
CPNI among the carrier's affiliated entities that provide a service offering to the customer.

(2) If a telecommunications carrier provides different categories of service, but a customer does
not subscribe to more than one offering by the carrier, the carrier is not permitted to share CPNI with its
affiliates, except as provided in §64.2007(b).

(b) A telecommunications carrier may not use, disclose, or permit access to CPNI to market to a
customer service offerings that are within a category of service to which the subscriber does not already
subscribe from that carrier, unless that carrier has customer approval to do so, except as described in
paragraph(c) ofthis section.

(I) A wireless provider may use, disclose, or permit access to CPNI derived from its provision of
CMRS, without customer approval, for the provision ofCPE and information service(s). A wireline carrier
may use, disclose or permit access to CPNI derived from its provision of local exchange service or
interexchange service, without customer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and retrieval services, fax store and forward, and protocoi conversion.

(2) A telecommunications carrier may not use, disclose, or permit access to CPNI to identifY or
track customers that call competing service providers. For example, a local exchange carrier may not use
local service CPNI to track all customers that call local service competitors.

(c) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, as described in this paragraph (c).

(1) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services.

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting
research on the health effects ofCMRS.

(3) LECs, CMRS providers, and interconnected VoIP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not lhoited to, speed



dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller U)., call forwarding, and certain Centrex features.

(d) A telecommunications carriermay use, disclose, or permit access to CPNI to protect the rights
or property ofthe carrier, or to protect users ofthose services and other carriers from fraudulent, abusive, or
unlawful use of, or subscription to, such services.

Tile Company lias adopted specific CPNI policies to ensllre tllat, ill tile absence of cllstomer approval,
CPNI is only IIsed by tile Company to provIde or market service offerillgs among tile categories of
service (i.e., local, illterexcllange, alld CMRS) to wllicll tile cllstomer already sllbscribes. Tile
Compally's CPNI policies prolJibit tile sllaring of CPNI witll affiliated cOlilpanies, except as permitted
IInder Rille 64.2005(a)(I) or witll cllstomer approval pllrsllant to Rille 64.2007(b). Tile only exceptions
to tllese policies are as permitted IInder 47 u.S.C. § 222(d) alld Rille 64.2005.

Section 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(I) A telecommunications carrier relying on oral approval shall bear the burden of demonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

In all circllmstallces wllere cllstomer approval is reqllired to /lse, diselose orpermit access to CPNI, tile
Company's CPNI policies reqllire tllat tile Compally obtain cllstomer approval tllTOllgl1 written, oral or
electronic metllods in compliallce witll Rille 64.2007. A cllstomer's approval or disapproval remains III
effect /II/til tile cllstomer revokes or limits tile approval or disapproval. Tile Company mallltains records
ofcllstomer approval (wlletller written, oral or electronic) for a minlmllm ofoneyear.

(b) Use a/Opt-Out and Opt-In Approval Processes. A telecommunications carrier may, subject
to opt-out approval or opt-in approval, use its customer's individually identifiable CPNI for the purpose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opi-out approval or opt-in approval, disclose its customer's individually identifiable CPNl, for the purpose
of marketing communications-related services to that customer, to its agents and its affiliates that provide
communications-related services. A telecommunications carrier may also permit such person or entities to
obtain access to such CPNI for such purposes. Except for use and disclosure of CPNI that is permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPNl subject to opt-in
approval.

Tile Company does not lise CPNI for any pllrpose (illelllding marketIng commllnications­
related services) and does not disclose or grant access to CPNI to any party (inclllding to agents or
affiliates tllOt provide cOlmmlllications-related services), except as permitted IInder 47 U.S.c. § 222(d)
and Rille 64.2005.

Section 64.2008 Notice required for use of customer proprietary network information.

2



(a) Notification, Generally. (I) Prior to any solicitation for customer approval, a
telecommunications carrier must provide notification to the customer of the customer's right to restrict use
of, disclose of, and access to that customer's CPNI.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
electronic, for at least one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNI.

(c) Content ofNotice. Customer notification must provide sufficient'information to enable the
customer to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPNI.

(1) The notification must state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality of CPNI.

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPNI, describe the pUtposes for which CPNI will be used, and inform the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the customer ofthe precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then all portions of the
notification must be translated into that language.

(7) A carrier may state in the notification that the customer's approval to use CPNI may enhance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze third-party access to CPNI.

(9) The notification must state that any approval, or denial of approval for the use of CPNI
outside ofthe service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications 'carrier'S solicitation for approval must be proximate to the
notification ofa customer's CPNI rights.

T"e Compauy's CPNI policies require t"at cllstomers be uotlf/ed of t"elr rlg"ts, aud t"e Compauy's
obllgatlous, wit" respect to CPNIprior to auy sollcltatlou for customer approval. All reqllired customer
uotlces (wllet"er IVrltteu, oral or electroulc) comply IVlt" t"e requlremeuts of Rule 64.2008. Tile
Compauy maiutaills records ofall required cllstomer uotlces (IV"et"er wrltteu, oral or electroulc) for a
mluil1111111 ofoueyear.
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(d) Notice Requirements Specific 10 Opl-Ollt. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section). The contents of any such notification
must comply with the requirements ofparagraph (c) ofthis section.

(I) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notifY customers as to the
applicable waiting period for a response before approval is assumed.

(I) In the case of an electronic form ofnotification, the waiting period shall begin to run from the
date on which the notification was sent; and

(li) In the case of notification by mail, the waiting period shall begin to run on the third day
following the date that the notification was mailed. .

(2) Carriers using the opt-out mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(I) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e­
mail regarding their service in general, or CPNI in particular;

(li) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order to
opt-out;

(iii) Opt-out e-mail notices that are returned to the carrier as undeliverable must be sent to the
customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line of the message
clearly and accurately identifies the subject matter oftbe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is ofno additional cost to the customer and that is available 24 hours a day, seven days a week. Carriers
may satisfY this requirement through a combination ofmethods, so long as all customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

Tlte COli/POllY does IlOt cUrretllly solicil "opt alit" cllsloll/er approvalfor tlte lise or dlsclosllre of
CPNI. Tlte COli/POllY does 1I0t use CPNIfor allY purpose (illcludil/g marketlllg cOll/lI/llllicallolls-relaled
services) alld does 1/01 disclose or grallt access to CPNI to allY party (1lICllldlllg to agel/ts or affiliales tilat
provide clmll/llI/licallOlls-relaled services), except as perlllitted I/I/der 47 U.S.c. § 222(d) alld Rille
64.2005.

(e) NOllce ReqUirements Specific 10 Opt-III. A telecommunications carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. The contents ofany such
notification must comply with the requirements ofparagraph (c) ofthis section.

Tlte COli/POllY does IlOt currelltly solicit "opt ill" cuslomer approvalfor tile use or disclosure of CPNL
Tlte COli/POllY does I/ot use, disclose or grallt access to CPNI for al/Y purpose, 10 al/Y party or il/ allY
mall/ler tilat would require a custolller's "opt i,t" approval ul/der ti,e COll/llllsslol/'s CPNI Rilles.

(f) Notice Requirements Specific 10 One-Time Use ofCPNI. (I) Carriers may use oral notice to
obtain limited, one-time use of CPNI for inbound and outbound customer telephone contacts for the
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duration ofthe call, regardless ofwhether carriers use opt-out or opt-in approval based on the nature oflhe
contact.

(2) The contents of any such notification must comply with the requirements of paragraph (c) of
this section, except that telecommunications carriers may omit any ofthe following notice provisions ifnot
relevant to the limited use for which the carrier seeks CPNI:

(i) Carriers need not advise customers that ifthey have opted-out previously, no action is needed
to maintain the opt-out election;

(ii) Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and need not name those entities, if the limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNI, so long as carriers explain to customers that the scope of the approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly communicates that the customer can deny access to bis
CPNI for the call.

III illslallces wllere Ille Compally seeks olle-lime cliSlomer approval for Ille Il~e or disclosllre of CPNI,
Ille Compally oblaills sllcll approval ill accordallce willi Ille disclosllres, meillods alld reqlllremellis
cOlllailled ill Rille 2008(/).

Section 64.2009 Safeguards required for use of customer proprietary network information.

(a) Telecommunications carriers must implement a system by which the status of a customer's
CPNI approval can be clearly established prior to the use of CPNI.

Tile Compally's bllllllg syslem allows allillorized compallY persOlll/ello easlly delerm/lle Ille slailis of a
cllslomer's CPNI approval ollille cllslomer accolIlll screell prior 10 Ille lise or disclosllre ofCPNl

(b) Telecommunications carriers must train their personnel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place.

Tile ComjiallY lias eslabllslled CPNI compliallce policies 1I1al illcillde employee Iraillillg 011 reslricliolls
011 Ille lise alld disclosllre of CPNI alld reqll/red safegllards 10 prolecl agaillsl Imalllllorized lise or
disclosllre ofCPNl Employees lIave siglled IlIalllley Illldersialld Il,e CPNI policies alld a violalioll of
1I,0sepolicies will reslilt ill disciplillary aclioll.

(c) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates' sales and marketing campaigns that use their customers' CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPNI. The record must include a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part of the campaign. Carriers
shall retain the record for a minimum ofone year.

Tile Compally's CPNIpolicies reqllire Illal all sales alld markelillg campaiglls illcllldillg Illose IIIi1izillg
CPNI be recorded alld'kepl ollf/lefor al leasl olleyear. Records are also mailliailledfor dlsclosllre or
access 10 CPNIby Illirdparties. Tile records illclllde Ille reqllired illformaliollllsied ill Rille M.2009(c).

(d) Telecommunications carriers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations and maintain records ofcarrier
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compliance for a minimum period of one year. Specifically, sales persormel must obtain supervisory
approval ofany proposed out-bound marketing request for customer approval.

Tile Compally's CPNI policies require employees to obtalll approval from tile CompallY's CPNI
Comp/iallce Officer for allmarketlllg campalglls, Illcludlllg tllose ut/llz/ug CPNI, prior to III/tlat/IIg tllat
campa/gil, Record of tile market/llg campalgus, aloug wltll tile appropriate supervisory approval Is
lIIollltallledfOT at least oue year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subpart. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpart. In addition, the carrier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
concerning the unauthorized release of CPNI. This filing must be made annually with the Enforcement
Bureau on or before March I in EB Docket No. 06-36, for data, pertaining to the previous calendar year.

Tile required officer certificat/oll, actlolls takell agaillst data brokers alld smllmary of customer
complaillt documellts are illcluded wltil tllis accompallylllg statemellt. Tile Compally will file tilese
documellts 011 all aml/lal basis all or before Marcil I for data pertallllllg to tile previous calelldaryear.

(f) Carriers must provide written notice within five business days to the Commission of any
instance where the opt-out mechauisms do not work properly, to such a degree that consumers' inability to
opt-out is more than an anomaly.

(I) The notice shall be in the form ofa letter, and shall include the carrier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, a copy ofthe notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out.

Tile Compally does 1I0t currelltly solicit "opt out" customer approval for ti,e use or disclosure
ofCPNI.
Section 64.2010 Safeguards on the disclosure of customer proprietary network information.

(a) Safeguardillg CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in-store visit.

Tile Compally's CPNI policies alld employee trallllllg Illclude reasollable measures to discover alld
protect agaillst activity tilat Is IIIdlcative ofpretextillg alld employees are illstructed to 1I0tllY tile CPNI
Comp/lallce Officer ifallY sucil activity Is suspected.

(b) Telepholle access to CPNI. Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone contac~ if the customer first
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. Ifthe customer is able to provide call detail information to the telecommunications carrier during a
customer-initiated call without the telecommunications carrier's assistance, then the telecommunications
carrier is permitted to discuss the call detail information provided by the customer.
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Tile COlllpallY's CPNI policies ellsure tllat a cllstolller is Ollly abie to access cail detail ill/orlllatioll over
tf'e tefepflOlle III aile of tile ways fisted III Rille 64.2010(b). If tile custolller call1lOt relllember tllelr
password, tlley are prolllpted to allswer a secllrlty qllestloll. Neltl,er tf,e password liar tl'e secllrlty
qllestloll are based all readily avaifable blograpltlcal I'I/ormatloll or accolIlII I'I/orlllatioll. Cllstomer
service represelltatives are illstfllcted to alltf,ellticate cllstomers over tile telepl,olle III ail Illstallces except
ill tile case wllere tile custolller provides tl'e coil detail ill/orlllatlOl' witl,out tile assistallce of tile
CompallY·

Cc) Gllline access '0 CPNI. A telecommunications carrier must authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNl related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph Ce) ofthis section, that is not prompted by the carrier asking for readily
available biographical information, or account information,

Tile COlllpOl'y'S cllstolllers do Ilot cllrrelltly ilave access to tlleir accollllt ollfille.

Cd) In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location, fIrst presents to the telecommunications carrier or its agent a valid photo
ill matching the customer's account information,

Tile Compally's CPNlpolicles allow tl,e Compally to dIsclose call detaif CPNI to tile cllstomer at a retail
locatloll afterpreselltlllg a vafidpilato ID tllat lIIatclles tile cllstolller's accO/lllt I'I/orlllatioll.

Ce) Establishmellt of a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, a telecommunications carrier must authenticate the customer without
the'use ofreadily available biographical information, or account information, Telecommunications carriers
may create a back-up customer authentication method in the event ofa lost or forgotten password, but such
back-up customer authentication method may not prompt the customer for readily available biographical
information, or account information, If a customer cannot provide the correct password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
des,cribed in this paragraph,

Tile COlllpallY's CPNI policies allow for a few ways to establisll a password, all of lVI'icl' et'Sllre
compfiallce willi tile above paragrapll. Eacllllletilod also allows tile cllstomer to estabfish a back-lip or
secllrlty qllestloll III the evellt that they forget tllelr password. It' 110 evet,t does tl'e Compally lise readily
avaifable blograpl,lcal Itl/ormatloll or accollllt I'I/ormatloll as a back-lip qllestloll or as a lIIeallS to
establisll apassword or alltl,elltlcate tile cllstolller.

Ct) Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

rhe Compally's billlllg system gellerates a IlOtijicatloll letter wlletl allY of tile fields fisted II' Rille
64.2010(f) Is created or cllallged. rile CompOl'y Imllledlately II,alls alit tile IlOtijicatlotl to tile address of
record (Ilever a Ilew address) wl,ell reqllired by Rille 64.2010(f). TI,e cOlltelll oftl,e tlotijicatlol' compfies
wltl, the reqllirelllellts ofRille 64.2010(f).

Cg) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
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\Illheir bu~ine~~ cU~\llmer \'na\ 'nave \)llt\\ aueuicateu accll\lllt representative am\. acontract \hat specifically
addresses the carriers' protection ofCPNI.

Tile Company does nol utilize tile bllsiness cllslomer exception al tllis lime.

Section 64.2011 Notification of customer proprietary network information security
breaches.

(a) A telecommunications carrier shall notify law enforcement ofa breach of its customers' CPNI
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process ofnotifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the telecommunications carrier shall electronically notify the United States
Sepret Service (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility.
The Commission will maintain a link to the reporting facility at hl!J!:llwww.fcc.govleblcpni.

(I) Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than otherwise allowed under paragraph (I), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification' and my proceed to immediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate withofhe relevant
investigating agency's request to minimize any adverse effects ofsuch customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
customers would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provjde in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breacbes discovered, notification made to the USSS and tbe FBI pursuant to paragraph (b), and
notification made to customers. The record must include, ifavailable, dates of discovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years.

Tile Company liaS policies alld procedllres III place to ellSllre compllance witll Rille 64.2011. Wilen it is
reasonably determined tllat a breacll lias occllrred, tI,e CPNI Compliance Ojficer wi/I notifY law
enjorcemellt and its cllstomer inille reqlllred limejrames. A record ojtlle breacll will be malntainedjor
a minimllm oj Iwo years and, will incillde all illjormatioll reqllired by Rille 64.2011.
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